





DIGITAL ERA

e are living in a digital era whether
it be booking a hotel room ordering

some dinner or even booking a cab

We are constantly using the Internet
and inherently constantly generating

data

This data is generally stored on the
cloud which is basically a huge data
server or data center that you can AR S

access online

Also, we use an array of devices to

access this data now for a hacker




. are becoming smarter and

more creative with their malware and
ow they bypass virus scans and

firewalls still baffle many people

gifs.com




TYPES OF
ATTACKS

® some of the most common

types of cyber attacks
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* Bots do not work alone but are part ot a network of infected machines called

a botnet.ll Botnets are created by attackers repeatedly infecting victim

computers using one or several of the techniques mentioned above
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LIVE CYBER THREAT MAP

23,834,674 ATTACKS ON THIS DAY

N a3iand

- 3
=)
US, United StaiSsUnited

https:/ /threatmap.checkpoint.com/ /D



https://threatmap.checkpoint.com/

LOTIll ..

A\ >
C

laentityalners
< ner ' ' /Infecfing a computer,

JUT 4 € L : :r‘*r\{]lng T TO _-‘ criminal.

* Spam
botnets operate at the hedrt of today's spam industry bo both harvest emaiil
addresses fol spammers and are also used to spam messages out. Sending spam
through botnets is particularly common since it makes spammers more difficult to

detect as they can send messages from many machines (all the infected machines in

the botnet) rather than through a single machine.
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current phone number:
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my.netbank.commbank.com.id28101.top &
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CommonwealthBank V4
* Much like spammers, phisher's use bots to identity

Log on with your NetBank details

potenfial victims and sena trauvdulent emails, which

appear o come from a legitimate organization

b

such as the user’s bank. .

Forgotten your Net Bank details?

® Bots are also used by phishers to host the phony

I'm using a NetCode Token

Web sites, which are used to steal people’s

personal information and serve as collection points

(dead dropll or egg dropll servers) for stolen data.
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(MALICIOUS)
APPS

* Example: Android
Malware (Marcher —
GMBot — Maza)

Fast, secure banking
on the go

S 26 &K

Check your accounts, move money, pay
anyone

Log on to NetBank &

© Client number

& Password

Continue
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- Increasingly, lrojar = the Tirst st . TACK Thelr primdry purpose is to
stay hidden while downloading | ' | ‘ronger threat such as a bot.

° L

Ike viruses dnd worms, Irojan horses cannof spread by themselves.

® They are often delivered to a victim through an email message where it masquerades
as an image or joke, or by a malicious website, which installs the Trojan horse on a
computer through vulnerabilities in web browser software such as Microsoft Internet
Explorer.
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" S0ome spyware focuses on monif | a person's Infernet behavior; this type

of spyware often tracks the places you visit and things you do on the web,
the emails you write and receive, as well as your Instant Messaging (IM)
conversations. .

® After gathering this information, the spyware then transmits that
information to another computer, usually for advertising purposes.



S OPYV . all the
s 1 | [ W/I]E€ F I _},I"r“gra, is
almost alway - | ‘ances for monitoring in

CON|CNCTOTIVA TG IEES LAY ance with organizational policy.



'nat you

x" K< B ",A‘,:JF

[0

L4

ntentior . : i r Tile sharing

i

B AAD2 SF S | ' oyware. Some Web

pages will atfempft 10 Inst - - nen you Visit their page.



| SPYywdare

[ 4 3 W
‘helr sotTtwa

2 f‘_‘;f_Jﬁ Cjﬁfl‘fiﬂa‘l[




Hacker Attacks
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* An attacker may take their IP addre he receiver thinks it is sent from a location
at It Is not su.‘iuull;; 'rom. Ihere are various forms and resu o this attack.

® The attack may be ‘ﬂ,mgj o a ;,M__.ug MW addressed as though it is from that same
computer. ThIS mqy e compute Wk that it is talking to itself. This may cause some
d Y

operating systems such as Windows to crash or lock up.
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> © Session hijacking - network.
Once authent - ~ SNT compurer 1o

-

daisaple 11, and 2 T ' ‘ € ST wilo wdads }U:'Si

authenticated and steadl the se TTACK Cdn De prevenieda | the two
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* The DNS informat | 0 not verify the source of
a DNS reply. When a DNS request ant tacker can send a false DNS reply
Mﬁjl additional bogus intormation which the equesting D}\IS} server md cache.
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® This attack can be used to divert users from a correct webserver such as a bank and

capture information from customers when they attempt to logon.

® Password cracking - Used to get the password of a user or administrator on a
O
network and gain unauthorized access.



tic called

® The best de ‘cache poisoning is to run the

latest version of the DNS softwc or the operating system in use. New

( versions track pending and serialize them to help prevents spoofing.
@
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> Ihey are Iinsfead

° Aftackers can deny service to Individual victims, such as b\/ e |erq’re|y
entering a wrong password 3 consecutive times and thus causing the victim

account to be locked, or they may overload the capabilities of a machine or

(f network and block all users at once.
O
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° Doo Attacks Involve
~~~~~~~ - * Jamming Networks
ooding Service Ports

® Misconfiguring Routers

®* Flooding Mail Servers
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Distributed

" attack 'S (commonly

referred t zombie computers ~a |->' "~ with, for
Sqelnialss o worm, trojan horse backdoor exploit | rol them) are used
'O Tlood a target sysfe ' ] 'S, T aftempting to rencer it

unusapble ‘nrough resour

ere are also commonly vulnerabilities in applications that cannot be used to

take control over © computer, but merely make the target application

(f malfunction or crash. This is known as a denial-of-service exploit.
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® Don’t ‘roc




thed format.

en’'t expecting).

* Hover over link eb address (‘tap and hold’ on
mobile). ' ’

Remember:
Your bank will never send you an email or SMS that asks you to confirm, update or disclose

/3 personal or banking information.
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Got guests? Create .

Turn off features you don’t use like universal plug and play (UPnP)

Keep an inventory of approved devices







